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The Problem:

Protecting Infrastructure is hard, expensive and time 
consuming

+ Diverse infrastructure within organizations  – 
Workstations, servers, Networks, Databases 
makes it difficult to uniformly protect

+ Attacks are getting more sophisticated

+ Over-lapping Identity and access security tools 
is a concern



What is AuthNull?

+ Unified solution for 
infrastructure protection

+ Works well with Active 
Directory, Azure AD, Windows, 
Linux, Radius and Databases

+ Out of the box MFA, Privileged 
Access and Conditional Access



Full featured protection for various infrastrcture

Active 
Directory

Azure AD Windows Linux Wireless 
networks

Databases



What does AuthNull do?

+ Protect access to any resource

+ Secure and verify every identity

+ Provide only necessary access

+ Simplify the security experience

AuthNull protects all resources inside your 
infrastructure 

AuthNull verifies identity at every access using 
biometric MFA and conditional access 

Conditional access policy enables restricted, just in 
time access of only the resources necessary



Business outcomes with AuthNull

+ Cut deployment time from Months to days

+ Eliminate needless help desk tickets

+ Achieve faster compliance

+ Lower MFA + PAM cost to as much as 80%



Identity Protection

+ Risk Score

+ Adaptive MFA

+ Privileged Access Logs

+ Biometric MFA
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Architecture
• High performant architecture with 

redundancies

• Uses decentralized identity to 
provide a more secure, robust 
infrastructure

• Database redundancy (3X) + 
Regional HA

• Service redundancy with HA, 
Failover and regional HA

• Data isolation physically for all 
customer data



Active Directory, Azure AD and Windows

Active 
Directory

Azure AD Windows Linux Wireless 
networks

Databases



Active Directory, Azure AD and Windows

Active 
Directory

Azure AD

Windows

+ AuthNull plugs into your existing infrastructure

+ AuthNull automatically discovers security policies 
using artificial intelligence

+ AuthNull then enables  
- MFA

- Conditional access

- Recorded sessions

- Passwordless access

- Password rotation

- Local account access

- Across all the infrastructure where AuthNull is plugged in.



Linux, Wireless Networks and Databases

Active 
Directory

Azure AD Windows Linux Wireless 
networks

Databases



Linux

• Secure all Linux distributions

• Enable AD joined MFA or local user MFA

• Recorded sessions via jump server

• Breakglass features

• Works with SSH / VNC / Local log-on



Network support

• AuthNull provides 
MFA and protection 
for all devices 
connecting via 
RADIUS / TACACES+ 
devices



Database Protection
• Provide MFA to access to database – 

MySQL, Postgres, Percona, Aurora, 
Amazon RDS and a variety of open 
source databases

• Control access to privileged users

• Password rotation

• Data masking of sensitive data

• Database access logs and reports 



Privileged Access Features - Matrix

Discovery 
with local

AD . Entra 
ID 
discovery

Domain 
joined 
logon

Password 
rotation

MFA Session 
recoding

Breakglass Offline 
access

Windows X X X X (domain / 
local)

X X (via jump 
server)

X X

Linux / 
Firewalls / 
Switches

X X X X (domain / 
local)

X X (via jump 
server)

X X

Radius NA X X X (domain) X X (via jump 
server)

X X

Databases X X NA X (database 
local)

X X (via jump 
server)

X X



Conditional Access
Enable zero trust with strong authentication and adaptive policies 



Policy Engine
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Policy based Access Control

Policy Engine
Employees

Contractors

AI agents based policy engine automatically discovers security policies based on user behavior



AI-Copilot to assist In security 
delivers automated policy 
discovery, and continuous policy 
improvements



How are we different?

No vaults to protect 

Automated discovery of security policies

Biometric wallets + identity security

Decentralized = secure design



Platform Security

DEPLOYMENT MODELS

• On-prem

• Cloud with multi region 
redundancy

• Hybrid – fit to your model

ARCHITECTURE

• Multi-tenant with physical 
database isolation

• Highly redundant & highly 
available

ITEM  NOTES

Security ED25519 Signing scheme for PKI

Trust Two (2) roots of trust

Authentication
Authentication Assurance levels 2 (AAL 

2)

NIST
FIPS 140—2 compliant

https://csrc.nist.gov/pubs/fips/140-
2/upd2/final 

Software design Decentralized

Wallet
iOS / Android

MacOS and Windows App coming soon.
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https://csrc.nist.gov/pubs/fips/140-2/upd2/final
https://csrc.nist.gov/pubs/fips/140-2/upd2/final
https://csrc.nist.gov/pubs/fips/140-2/upd2/final


Demo
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GET IN TOUCH WITH US 
FOR A DEMO
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